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Financial Cyber Security Forum 2017 / Financial Risk Management Forum 2017

Thursday, October 26th, 2017

Registration

Mr. Hideto Ueda

11:10-
11:30

A1 : The guide to avoid inefficient
cyber security investment

Mr. Yusuke Sato
Strategy&System Sherpa Principal
SIGMAXYZ Inc.

Keynote Speech | Situation of Threats in Cyber Space and
Cyber Security Measures by the Police.

Information Security and Informatization Councillor, National Police Agency

Financial Cyber Security Forum

Coffee Break

B1 : The Enterprise Immune System:
Using Machine Learning for
Next-Generation Cyber Defence

Mr. John Kirch
Country Manager, North Asia
Darktrace Japan KK

It is now expected major cyber securit
countermeasure solutions are shifted to
cloud base operation, but in most of the
cases, enterprises cannot achieve successful
implementation with the expected results in
risk reductions. We, in this session, covers
trends of failure that financial institutions with
proactive approach toward cyber security
countermeasures face with introducing exact
cases, which leads you to successful security
investment.

A2 : Key Factors for Practical Cyber
Defence Exercises ~What We
Have Seen through Domestic
and International Cases~

Mr. Ryo Uchimi
IT Governance Group

Policy Consulting and Research Group
Manager

CISO/Principal Consultant

Newton Consulting Ltd.

Mr. Kyosuke Sayanagi
Vice President
Barclays Securities Japan limited

Although effective countermeasures against
cyberattacks (such as multi-layered defense
systems) are widely recognized, sophisticated
adversaries still evade those defense
mechanisms. While the security trend is
shifting from perfect prevention to immediate
detection and mitigation, cyber exercises
become increasingly important. Amongst
various methods for designing and conducting
cyber exercises, we will provide essential
points to make them practical and effective.

* How new machine learning and mathematics
are automating advanced cyber defense

* Why 100% network visibility allows you to
detect threats as they happen, or before they
happen

* How smart prioritization and visualization of
threats allows for better resource allocation
and lower risk

* Real-world examples of unknown threats
detected by ‘immune system’ technology

B2 : How can we prevent recent
APT attacks and Ransomware
attacks?

Mr. Ichiro Kawahara
Executive Officer
FFRI, Inc.

Financial Risk
Management Forum

C1: The New Phase In Global
Insurance Capital Regulations
And Its Impact On Insurance

Operations

Mr. Masahiko Tamamura

Executive Officer

Tokio Marine Holdings, Inc.

Tokio Marine & Nichido Fire

Insurance Co.,Ltd

global capital regulations for the insurance
sector are finally begininng to take shape in
content and time schedule. This presentation
will explain these developments and how they
are likely to impact the activities of insurance
companies such as ERM, ALM and product
strategy.”

C2 : Global Compliance management
with GRC technology

Mr. Satoshi Uehara
Senior Business Development Manager
RSA

In cyber attacks by Ransomware etc. which
are increasing in recent years indiscriminate
attacks are done all at once. Attackers are
preparing to thoroughly attack in order to
effectively generate direct revenue. The
endpoint is "the point of defense". "Next-
generation endpoint security" is effective
for measures against recent indiscriminate
attacks and APT attacks. We introduce 'Hybrid
Protection' which adds next generation
endpoint security.

How do you comply with each local law:

and regulations, such as EU General Data
Protection Act, Cyber Security Act, Privacy
Data Protection Act, etc? These require

your company to change business rules. RSA
shows you the best practice with Governance,
Risk and Compliance Technology including
global case study.

Lunch Break




A3 : Cyber Security Regulations and
How Financial Industry Should

React

Mr. Shigeaki Horikoshi
Director
Deloitte Tohmatsu Risk Services Co., Ltd.

B3 : Necessary security protocols to
battle adavaned cyber security
threats

Mr. Ryuichiro Maruyama
Manager of Systems Engineering
FireEye K.K.

C3 : Changing software landscape in
the buy side markets: looking at
the initial margin regulation and
MiFID 2

Mr. Toshiyuki Mochizuki
Senior Market Specialist
Calypso Technology

As cyber security threats are increasing, which
are not confined within national boarders,

the development of cyber security regulation
across the world is getting active.

Although these regulations share some
similarities in common, each one may require
attention because of its unique background.
This session, with some example cases,
discusses the regulation trends that cyber
security people are required to know and how
they can efficiently manage cyber risks as well.

A4 : Next-generation Email Security
to Defend Against Advanced
Threats

Mr. Ryoji Endo
Security Consultant,

Solution Buisiness Department IlI
NRI Secure Technologies,Ltd

Mr. Naoki Kato
Director, Enterprise Sales Division
Proofpoint Japan K.K.

90% or more of the latest threats such as
targeted attacks, credentials (authentication
information) phishing, and Ransomware are
attributable to emails.

Business email compromise (BEC) has also
been increasing and made it difficult to
prevent with only conventional spam mail
countermeasures alone.

In this session, we will introduce the threat
trends that our company independently
investigated and introduce the effective
measures utilizing the next-generation mail
security measure "Proofpoint".

Most enterprises are continuing to battle

cyber attack for a long time. However, we
encountered, there are various entrance points
of threats and advanced cyber threats. We
cannot protect completely. In this session, let's
reconsider the true porpose together. | will
explain effective security measures to support
the business activities of the organization.

B4 : Take measures to targeted
attack and Ransomware by "Al
Anti-virus" and "Track Inflow
Route"

Mr. Koichiro Otobe
Cylance Inc.

Mr. Atsushi Ikeda
MOTEX Inc.

Artificial intelligence (Al) attracts attention as a
next generation security measure.

Let's take a demonstration to see how
"Cylance PROTECT" works with high rate by
using artificial intelligence measures against
an unknown attack including the latest
Ransomware.

We will also introduce security measures by
tracking inflow route with the operation log.

Regulatory compliance has become a subject
of great interest in the financial markets. Both
buyside and sell side firms are reviewing

their strategy, processes and technology
infrastructure to meet the regulatory demands.
This session will provide insights into best
practices and guidance on what system
configuration can meet the continuously
evolving regulatory landscape with initial
margin regulation and MiFID 2 in mind.

C4 : SIX’s approach for the MIFID Il
and Global Sanctions

Mr. Toshiaki Sunagawa
Head of Business Development
SIX Financial Information Japan Ltd.

Institutions in Europe are working hard to
implement the MIFID Il

SIX has developed MIFID Il service package to
help them with their completing it on time.

We will introduce our service related to Investor
protection and Transparency.

These days we see a lot of sanctions
introduced by authorities, which are reflecting
recent dynamics of power balance.

SIX has started its Global sanctioned security
monitoring, which a number of institutions
located in Europe or US started to use for their
compliance procedures right now.

We will show you our latest updates with
regard to the Global sanctions and its impact
on the financial instruments.

A5 : Threat Intelligence Let Us Know
the True Figure of Cyber Attack
Countermeasures.

Mr. Toro Manabe
Senior Manager

Managed Security Service Taskforce
NTT Communications Corporation

Mr. Tatsuhiro Takahashi
General Manager, Data Management Department
Mizuho Financial Group, Inc.

Coffee Break

B5 : Beyond SIEM, Cyber Security
Forrensic against recent cyber
threats

Mr. Fumitake Nomura

Business Development Manager
RSA

C5 : How to practically use log data
for firm's internal security

Mr. Hironori Enokido
General Manager
Eltes Co., Ltd.

What do you need for Cyber incident
response? Our Forrensic tool provides entire
network

visibility, threat detection with analysis and
incident triage.That will make your response
time shorter.

A6 : Cybersecurity Initiatives of Mizuho Financial Group

share this important issue.

The threat of cyberattacks is now counted as a top risk for corporate management.

It is a common issue to keep the cyberspace safe and secure for all patricipant of it
like enterprizes, individuals and public sectors. Cybersecurity policies and initiatives in
Mizuho Financial Group wil be introduced in the session to audiences as "fellows" to

—

+ Our main theme for this session is the
security risk inside the organization.

+ We introduce data utilization methods and
examples for the purpose of detection
of firm's internal risk and prevention of
accidents such as various information leak.
We would like you to participate in the
people with an interest in matters such as the
following;

+ Exploring new methods for organizational
internal risk management.

+ Looking for the possibility of log data
utilization methods.

+ Further deepen the audit of the current log
function.

C6 : Recent Global Regulatory
Developments and the
Enhancement

Mr. Tsuyoshi Oyama

Partner, Head of the Center for Risk
Management Strategy

Deloitte Touche Tohmatsu
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Keynote Speech
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Situation of Threats in Cyber Space and
Cyber Security Measures by the Police.
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Mr. Hideto Ueda
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Information Security and Informatization Councillor,
National Police Agency
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Mr. Hideto Ueda
Information Security and Informatization Councillor,
National Police Agency
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Superintendent General Ueda was commissioned into the National Police Agency (NPA)
in 1987. He has been assigned to the current position since September 2017. He also
held important posts on police and other government offices such as Director, Info-
communications Planning Division, NPA; Commissioner of the Wakayama Prefectural
Police Hqg.; Counsellor, Cabinet Intelligence Research Office; Counsellor, NISC;
Director, Intelligence Operations Planning Office, Ministry of Defense; and Director-
General, Security Department, Osaka Prefectural Police Hq.
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Masahiko Tamamura is an Executive Officer of both Tokio Marine Holdings, Inc. and
Tokio Marine & Nichido Fire Insurance Co., Ltd. He joined Tokio Marine in 1981.
Having spent his career in the fields of investment, accounting, corporate planning
etc., he also engaged in M&A operations, and was instrumental in establishing Millea
Holdings, Inc., the first insurance holding company in Japan. He then transferred to
the domestic life insurance operations where he became General Manager of the
Planning Department and subsequently the Corporate Accounting & Investment
Department, leading the business planning, ALM and risk management etc. of Tokio
Marine Group's life operations. In 2010, he became General Manager of the Risk
Management Department for both Tokio Marine Holdings, Inc. and Tokio Marine &
Nichido Fire Insurance Co., Ltd. leading the establishment of Tokio Marine Group's
enterprise risk management (ERM) framework. He has been in his present capacity
since 2013.
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Tatsuhiro Takahashi is GM of Data Management Department at Mizuho Financial
Group, responsible for driving cybersecurity initiative and incident response in whole
Mizuho group and global-wide basis.

After joining the company in 1988, Mr. Takahashi experienced a number of critical
projects in IT systems and infrastructure area. His career includes positions in
banking systems implementation, operation, technology R&D, and crysis management.
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Darktrace Japan KK “QQDARKTRACE

Y =R —RF REGOEMFBE CHRZY — NI /N\—BHERETT,

BROZTEEZHSEnterprise Immune System(E ABIDRBEY AT LCEREZRT YT Iy I RZOHZOEMRIBEFKLATRNEDOTILTY X LZIHA
LT HEBROBH5DZT /AR I—H—D4EF/NS—VE2BICEZEUYEBEAREB. VFTRNoTTF NI A EEXRHEYZRTACS) REHSHDEEF - RIEORY ~
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ZRMOBEERMUE U co R IEKEY Y75V AAEHEH T YT Uy IIcH D HRIC24DMEAEBVTVET,

Darktrace is the world’s leading machine learning company for cyber security.

Created by mathematicians from the University of Cambridge, the Enterprise Immune System uses Al algorithms to automatically
detect and take action against cyber-threats within all types of networks, including physical, cloud and virtualized networks, as well as
loT and industrial control systems. A self-configuring platform, Darktrace requires no prior set-up, identifying advanced threats in real
time, including zero-days, insiders and stealthy, silent attackers. Headquartered in San Francisco and Cambridge, UK, Darktrace has 24
offices worldwide.
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Deloitte Tohmatsu Risk Services Co., Ltd. e OI e.
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As a member firm of Deloitte's Cyber Risk Services (CRS) team, Deloitte Tohmatsu Risk Services Co., Ltd. provides high-quality
consulting service concerning risk management; including Cyber Security, Dealing with Incidents, ERP Security and Internal Control,
Software Asset Management, Business Continuity Management, IT Governance.

EMC Japan K.K. :
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http://japan.rsa.com/

RSA helps leading organizations around the world take command of their security posture by partnering to build and implement
business-driven security strategies. With RSA's award-winning cybersecurity solutions, organizations can effectively detect and respond
to advanced attacks; manage user identities and access; and reduce business risk, fraud and cybercrime. For more information, go to
japan.rsa.com.
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FFRI, Inc. was established in 2007 to create a world-class security research team in Japan with the aim of contributing to the IT
community. Today, while analyzing increasingly sophisticated cyber-attack technologies from our own unique perspectives, we are
engaged in research and development of protection technologies in Japan. We enjoy a good reputation overseas for consistently
announcing our research contents at international security conferences, and we provide the knowledge and know-how acquired from
such research to customers in our products and services. Our foremost product FFRI yarai is No. 1 in terms of shipping value in the
endpoint targeted attack protection field according to survey by MIC Research Institute Ltd.
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FireEye is the intelligence-led security company. Working as a seamless, scalable extension of customer security operations, FireEye
offers a single platform that blends innovative security technologies, nation-state grade threat intelligence, and our world-renowned
Mandiant consulting.

With this approach, FireEye eliminates the complexity and burden of cyber security for organizations struggling to prepare for, prevent,
and respond to cyber attacks. FireEye has over 5,800 customers across 67 countries, including more than 40 percent of the Forbes
Global 2000.
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Secure Productivity
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MOTEX slogan is "Secure Productivity" and pursuing "compatibility of safety and productivity" in the IT environment.

Our aim is to realize a system environment where customer's valuable asset information are safely protected and employees can fully
utilize the IT.

MOTEX is widely known for the design, development, and support of the client management tool "LanScope Cat" and has achieved No.1
status in the Japan during each of past eleven (12) consecutive years.

In 2016, we released "Protect Cat" as a security measure against "external threats" such as solution for world-wide malware, and it has
been used by many customers as an innovative solution to unknown threats.

We will keep continue to contribute to the advancement of society by enhancing the safety of our customer's IT environment and
business productivity.
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Newton Consulting Ltd.
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When corporate risks, such as natural disasters, internal crimes, and cyberattacks, become a reality, what often comes up in victims’ mind is regret.
The goal of Newton Consulting is to dispel those “We should have::-” from the world.

Since 1998, we had provided security audit, penetration tests, and other IT solutions mainly for financial industry in the U.K. Based on the experience,
Newton Consulting Ltd. founded in Japan in 2006 has assisted its clients for realizing truly helpful risk management not only against cybersecurity
but also against other corporate risks, such as natural disasters, and adaptation to industrial regulations.

Through our customer-oriented services, we understood, analyzed, and resolve challenges among practitioners and management teams
of the clients, and more than 1,500 organizations chose Newton Consulting, even counted only in Japan.

The biggest compensation for us is a comment from customers who were really satisfied with our services. With rich experience and
expertise, we will always face challenges and provide assistance to strengthen the business competitiveness of our clients.
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NRI Secure Technologies is an information security professional group.

It is a Nomura Research Institute group company specialized in information security.

Specialists, who have acquired relevant qualifications both in Japan and overseas and have worked hard on the global
level of science, provide customers with high quality and accurate service that is very useful. By the synergy of our
three main businesses (Cyber Security Service Business, Consulting Business, and Solution Business), as customers'
reliable partners from both technology and management, we comprehensively support our customers to face all the
information security threats and solve various security issues related to their businesses.
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NTT Communications Corporation wﬁons
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NTT Communications Group is providing ICT solutions (Network, Cloud, Data Center and etc.) in 110 countries/regions in the world.
Especially for security solution, over 1400 security specialists in 14 countries are supporting over 6400 customers. Our integrated risk
management service, WideAngle, is providing “Professional Service” which investigates customer’s security level and advises them to
improve their ICT environment, and “Managed Security Services” which analyzes security risks based on SIEM engine. WideAngle is a
pioneering standard for a more secure world.
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Proofpoint Japan K.K. prOOfPOint®

Proofpoint Inc.(NASDAQ:PFPT)id. SIEMNRBEE. 1> Y F Y MR B RERIAZ 225 =y a3V V=Y v AT FPENAINEF2VT. AV TS4T Y
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The world's leading next generation cybersecurity company focused on protecting our customers from advanced threats originating via
email and mobile applications. Proofpoint protects your people, data and brand against advanced threats and compliance risks. Built on
the cloud and the world's most advanced intelligence platform, our solutions help you effectively detect and block targeted attacks and
respond quickly to suspected compromises. Please visit http://www.proofpoint.co.jp
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SIGMAXYZ Inc. SIGMAXYZ
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SIGMAXYZ is a business consulting company that pursues the maximization of corporate values at outstanding speed,
through a variety of projects aggregating all required elements of business, technologies, and project management
from inside and outside. We also drive new value creation through matching inter-company alliances as well as
investment as required, as an extension of consulting services.In the arena of cyber security, in order to maximize
return on investment, we develop integrated top-down security consulting services focused on countermeasure
support for our customers in the financial sector and beyond.
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Calypso Technology, Inc. is a leading provider of cross-asset, front-to-back technology solutions for financial markets.
Calypso software and Cloud services support trading, risk management, collateral, processing, accounting and
compliance needs in a uniquely integrated platform, bringing simplicity and cost efficiency to address today’s business
and regulatory imperatives. With over 35,000 users worldwide, Calypso brings technology innovation to accelerate
results and transparency while efficiently managing liquidity and funding, enterprise risk and clearing. The firm is
consistently granted the most prestigious product and technology awards in the industry.

“Calypso” is a registered trademark of Calypso Technology, Inc. in the United States, the European Union and other
jurisdictions. Other parties’ trademarks or service marks are the property of their respective owners and should be
treated as such.
www.calypso.com
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We are offering solutions to predict, detect, and resolve digital risks mainly in social media, with the strength of big
data analysis specialized in risk. Digital risk means a serious risk that affects the business competitiveness, such as
Internet flaming and information leakage on the Internet, internal fraud by employees, industrial spies, financial fraud,
etc. We are offering our digital security services to more than 300 companies to solve the problems that customers
face by analyzing the digital risk.
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SIX Financial Information (SIX)IZ\YRAZE LAV T4 7V RABEDZ—XICH LT B/ RKINSESERBEO SR IRIELTVWET IS5 LEDHT
H—ERERHETEZDE. SIXDRINTETRFEED  EHOERFHEEESDAYN—EBHTVBINSTHD X BEDESRMIOAV TV VIEHEBLRELTVWRIE

IC&BHDTY,

YZROBLC AV TSATVRADT —FE SIXDT A AFLAHR T TV —23> U7 7Ly AT —YBREV—EA 720V B LUFHERMY —EXEBLU TS
BOWEFETVRIBIP AV TSA T VAT = F WU NAINA X T —INR—RETF A AT LA BIEIE SIXOY Y 12— a v RIET 2 —ERD—EBE
LTSHAWEITET,

Large and small, financial institutions are working with SIX to meet risk and compliancy needs. SIX can deliver in this
domain because it innovates, participates on global regulatory committees, and because of partnerships with specific
financial content providers.

Customers access risk and compliance data through SIX’s terminal display applications, reference data delivery
services and pricing and valuation services. Customized databases and display environments for risk and compliance
data are available as part of SIX’s Solutions offering.
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Misys and D+H have joined forces to create Finastra, the third largest Fintech company in the world. Trusted by more than 9,000 financial institutions, government agencies
and corporations across 130 countries, our solutions accelerate growth, improve experience, optimize cost and mitigate risk.

By placing our clients’ needs at the centre of everything we do, we help them expand their services and increase value faster.

WHAT MAKES FINASTRA UNIQUE?

- Broadest and deepest portfolio of financial software on the market, with solutions that enable clients to consolidate systems and improve efficiency and costs

- Global leader in transaction banking with the most comprehensive range of payments, trade and supply chain finance and treasury solutions

- Open, reliable and secure software solutions helping customers to become more resilient and agile - offered on premises or in the cloud

- PaaS strategy to drive innovation and open collaboration across financial services

- Innovative, next-generation financial software that improves experience, enabling customers to save time and adopt self-service models with ease

- Deep industry expertise and a global footprint best positioned us to develop solutions that meet regulatory requirements, navigate risk and drive competitive advantage
- Wide eco-system of partners and co-innovators with proven track records in financial software implementation
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The financial solution of Nippon Steel Sumikin Solutions strongly supports the advancement of financial business.

Through comprehensive understanding of finance business knowledge and financial engineering cultivated over many years and the integration
of IT engineering capabilities, We will provide solutions that support advanced sophistication of financial business and creation of new value, such
as state-of-the-art derivative trading operations, business management, risk management, loan management and construction of large-scale data
warehouse.

Financial instruments transactions at financial centers around the world are being advanced while responding to various regulations. In the
financial trading market, advanced utilization of state-of-the-art IT and financial engineering is indispensable. Our company responds exactly at
global level to the needs of advanced system upgrades from front office operations to middle and back office operations, and from interbank to
customer trading operations.

Through these businesses over 20 years, we have offered solutions to over 200 customers.
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G-MAC is a project team in JTB Communication Design, and is specializing for providing information to
the top managements for financial institutions and each industry. G-MAC Conference and seminar pick up
the most important themes and topics well-selected for business executives to manage their business.



